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1
Decision/action requested

It is proposed to adopt a different approach for the ZTA study as described in clause 4.
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Rationale

SA3 is currently studying the applicability of zero trust security principles in mobile networks as described in the approved SID S3-221172 [2] and documented in 3GPP TR 33.894 [3]. The main reference for the Zero Trust concepts and definitions is [1] and hence the analysis below relies on the same reference.
First of all, it is worth noticing that the concepts in [1] target enterprise networks. From this angle, an operator organization network might include, besides a 5G Core, different types of access and core networks, potentially a cloud and application infrastructure, ID management systems, different types of devices, etc. all of it spanning over different technologies and standards. Therefore, [1] advocates for a set of a technology agnostic tenets presented as the "ideal goal" with some reservations on how and to which extent they may be implemented in practise.
In particular, the 5G system including the security aspects was designed with a forward looking strategy taking into account several technology trends and paradigms in order to pave the way for new types of deployment using cloud infrastructure and leverage the flexibility and power of web technologies. Therefore, it is important to assess the current 5G security mechanisms with respect to the tenets of [1] before diving into key issue and solution discussion. In fact many of the current security mechanisms in the 5G system do fulfil the tenets. 
For example, Tenet 2 (T2) in clause 2.1 of [1] states that all communication is secured regardless of network location. In SBA, the support of TLS is mandatory and consequently the operator has the means to enforce its use and protect all communication between the NFs. Another example is T3 and T6 which focuses on the granularity level of resource access authorization and its dynamicity. In this regard, there is the OAuth based authorization mechanism in the 5G Core which gives the operator the means to enforce the use of tokens for every single service invocation even within the same TLS session. Last but not least, there is T5 which is about monitoring and information gathering. For this one, it is worth noticing that since the 5G Core relies on the same protocols as conventional IT enterprises and networks, any existing solutions and mechanisms for network monitoring and intelligence gathering, regardless of the actual purpose can be used for 5G Core entities as well. At first glance, the fact that the 5G Core reuses protocols and data formats such as IP, HTTP, JSON does not warrant for the development of new technical solutions and standards for network monitoring.
Further developing and documenting such observations would form a valuable outcome of the study and provide guidance to operators in their plans for ZTA. It is therefore important for the study to evaluate the current security mechanisms and put them into perspective with respect to the zero trust tenets. 
4
Detailed proposal

It is proposed to adopt a different approach for the study and include a placeholder in the TR 33.894 [3] for an evaluation of the current security mechanisms with respect to the zero trust tenets of [1]. Such an evaluation can help identify the gaps if any and hence develop the key issues and potential solutions. An example is proposed in an accompanying contribution. 
